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[bookmark: _Toc213150708]INTRODUCTION/ BACKGROUND
companyintroduction 
[bookmark: _Toc213150709]SCOPE
This policy applies to all business units, systems, applications, databases, communication networks, employees, and third-party service providers that are essential for the functioning of the PMS operations. It covers:
· Business operations critical to the delivery of PMS.
· IT infrastructure, including servers, databases, and applications.
· Client data and financial records.
· Communication and operational channels.
· Vendor and outsourcing relationships relevant to PMS.
[bookmark: _Toc213150710]PURPOSE
The purpose of this policy is to ensure the continuity of critical Portfolio Management Services (PMS) operations with minimal disruption, and to enable effective and timely recovery of business functions following any incident. It aims to mitigate operational, financial, reputational, and regulatory risks that may arise due to unforeseen disruptions. Additionally, the policy is designed to fulfill the regulatory expectations laid out under SEBI’s Cyber Security and Cyber Resilience Framework (CSCRF) and the PMS Master Circular.
[bookmark: _Toc213150711]ROLES AND RESPONSIBILITIES
Portfolio Manager is responsible for the overall oversight and approval of the Business Continuity and Disaster Recovery (BCDR) framework and policy.  companyshortname ensures that the BCDR measures are comprehensive, effective, and aligned with regulatory requirements and industry standards. It also reviews and monitors the results of periodic BCDR testing to ensure that the organization's preparedness remains robust and relevant to evolving risks.
A person shall be tasked with coordinating the implementation of the BCDR policy across all departments. The person will play a key role in reviewing the Business Impact Analysis (BIA) and associated recovery plans to ensure completeness and effectiveness. Additionally, the person is responsible for overseeing the execution of BCDR testing and for reviewing the results to identify any weaknesses or gaps that need to be addressed.
The IT Team is primarily responsible for the technical execution of disaster recovery procedures. This includes implementing recovery tools, restoring affected systems, and ensuring that data backups are consistently maintained. The IT Team also supports periodic testing of recovery infrastructure and contributes to the monitoring and continuous improvement of the organization's technical resilience.
Directors/Business Heads are responsible for identifying and documenting the business-critical functions under their respective domains, along with the dependencies those functions rely upon. They work closely with the IT and risk management teams to define Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs) for each function. Furthermore, Business Heads are required to ensure that relevant personnel within their teams are adequately trained and informed about their roles and responsibilities during a BCDR event.
[bookmark: _Toc213150712]COMPONENTS:
1. Identification of Critical Functions:
All business functions are assessed to classify them based on criticality. Functions necessary for client servicing, regulatory compliance, fund management, client reporting, and data access are designated as critical. Dependencies on infrastructure, third-party vendors, applications, and key personnel are documented accordingly.
2. Business Impact Analysis (BIA):
A Business Impact Analysis is conducted to evaluate the potential impact of disruptions on various business functions. This process helps define acceptable downtime and data loss thresholds for each critical function and serves as a foundation for setting Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs).
3. BCDR Planning:
Detailed BCDR plans are developed to address various disruption scenarios such as cybersecurity incidents (e.g., ransomware, data breach), natural disasters (e.g., fire, flood, earthquake), system or hardware failures, and pandemics or human resource unavailability. These plans include communication protocols, failover procedures, manual workaround methods, and the systematic restoration of IT systems and data.
4. Recovery Objectives:
For each critical function, Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs) are defined and documented. The RTO defines the maximum acceptable time that a function can be unavailable, while the RPO defines the maximum tolerable data loss measured in time.
5. Data Backup and Storage:
Regular and automated backups of all critical data are maintained. All backup data is encrypted and stored securely, either off-site or in cloud-based disaster recovery infrastructure. These backups are periodically tested to ensure recoverability, and retention periods comply with both regulatory and business requirements.
6. Testing, Review, and Training

· BCDR Testing and Maintenance:
Conduct annual drills and simulations to test the effectiveness of the BCDR plan. These include table-top exercises simulating various disruption scenarios such as cyberattacks, system failures, and natural disasters. Update the plan based on test results, regulatory changes, and lessons learned from actual incidents. The BCDR plan is also reviewed at least once annually, or upon significant changes in business operations, infrastructure, or regulations, and revised as needed following post-incident evaluations.
· Awareness and Training:
Annual training programs are conducted to ensure that employees involved in critical operations are aware of the BCDR procedures. These programs cover roles and responsibilities, escalation protocols, and alternate communication and operating procedures, thereby ensuring readiness and effective response during disruptions.
[bookmark: _Toc213150713]REVIEW OF THE POLICY AND UPDATE
The policy will be reviewed and updated as required to incorporate any changes introduced by regulatory authorities. The Board of Company shall provide necessary guidance enabling identification, elimination or management of conflict-of-interest situations. The Board of Company shall review the compliance of this circular periodically. 
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